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e- PROCUREMENT NOTICE / INVITATION FOR BIDS (IFB)

Biopine DocumEenT

E- BID THROUGH e-PROCUREMENT SYSTEM
FOR

Purchase of Mobile Phone Data Extraction and Analysis Tool for
Directorate of Forensic Science, Assam, Kahilipara, Guwahati-781019

IFB NO. DFS/2216/2022/6 , Dated: 01-11 -2022



GOVERNMENT OF ASSAM
OFFICE OF THE DIRECTORATE OF FORENSIC SCIENCE,
ASSAM, KAHILIPARA, GUWAHATI-781019

Web site : www.forensic.assam.gov.in,
email: directorfslassam@yahoo.com,

No. DFS/2216/2022/6 Dated Guwahati, the 01% Nov, 2022
INVITATION FOR E-BID (1IFB

NATIONAL MPETITIVE BIDDIN

E-Tenders are invited online through e-procurement system i.e. through website www.assamtenders.gov.in

from the intending manufacturer/ authorized Dealers for “Purchase of Mobile Phone Data Extraction and

Analysis Tool for Directorate of Forensic Science, Assam, Kahilipara, Guwahati-781019”.

The E- Tender is Two-Bid System. The terms and Conditions and details of items to be supplied is
described in the Tender Document.

Important dates of the e- Tender

NSL'_ Scheduled Date Time
1. | Tender Publishing 01.11.2022 05.00 PM
2 Tender download 01.11.2022 05.15 PM
3. | Bid Submission Start date 05.11.2022 05.30 PM
4. | Bid Submission End date 23.11.2022 12.00 PM
5. | Technical Bid opening 23.11.2022 3.30 PM
1. Brief Schedule
Sl Description Bid Secun_ty Delivery pl:lt_)?:z(sjsei;g o
(E-M.D.) in : Eligibility
No. INR period _ fees
in INR
1. Purchase of Mobile
Phone Data Extraction
and Analysis Tool for Within 30 days Manufacturer
Directorate of Forensic 50,000.00 from da_te (_)f 1000.00 /authorized
Science, Assam, contract signing. Dealer
Kahilipara, Guwahati-
781019

2. Bidding documents are available through online and bids are to be submitted online through e-
procurement system i.e. through website www.assamtenders.gov.in only. The bidders would be
required to register in the website for submission of the bids. The bidders are required to have
Digital Signature (DSC) from any of the Certifying Authorities. Aspiring bidders who have not
obtained the user ID and password for participating in e- procurement may obtain the same by
registering in the www.assamtenders.gov.in. The requirements to register with the e-procurement
portal are available on the website indicated above.

3. Tender processing fee: As per Finance Department’s order Memorandum No. FEB/269/2017/27
dtd. 21.08.2019. Tender fee should be on or before the date and time of opening of Technical Bid,
falling which the bids will be declared nonresponsive.

4. Bids security (EMD) through online mode by way of Account Payee Demand draft, Fixed
Deposit Receipt, Banker’s Cheque or Bank Guarantee from any of the Schedule Banks in an
acceptable form will be accepted.
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Henceforth, any corrigendum/addendum related to this Bid/Tender may kindly be seen at the e-
procurement website www.assamtenders.gov.in.

All other relevant information and the detailed Bid Document are available on website
www.assamtenders.gov.in . The undersigned shall not be held liable for any delays for
submission of the tender to the website due to e-procurement system failure beyond the control.
Even though the e-procurement system will attempt to notify the bidders of any bid updates, the
undersigned shall not be liable for any information not received by the bidder. It is the bidder’s
responsibility to verify the website for the latest information related to the bid.

The bid documents are not transferable.

The EMD validity must be valid for 148 days from the date of opening of technical bid.
The prospective bidders might not put ZERO (0:00) data in the Price Bid (BOQ) format in any
circumstances which is uploaded by the tendering authority.

Participated Bidder must be submitted INDEX of the quoted items (SI .No) with make, model
& Country of Origin in the front page of the Technical Proposal.

No procurement shall be made from a country which is against the spirit of the Circular issued
by Ministry of Finance, Department of Expenditure Public Procurement Division vide F.No.
6/18/2019-PPD, dated 23rd July 2020.

Technical bids of all participating bidders will be opened on the above mentioned date.

_sd_
Director (In Charge),
Directorate of Forensic Science, Assam,
Kahilipara, Guwahati- 19.
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INSTRUCTION TO BIDDERS (ITB)

1. The bid should be submitted in e-Procurement mode through the portal
www.assamtenders.gov.in. within the date and time as stipulated in the IFB.

A. This Invitation for Bids (National Competitive Bidding) is open to all eligible manufacturer
and/or their authorized dealers.

B. The Bidder shall bear all costs associated with the preparation and submission of its Bid, and
the Director, Directorate of Forensic Science, Assam, Kahilipara, Guwahati-19 herein after
referred to as “the Purchaser” will in no case be responsible or liable for those costs,
regardless of the conduct or outcome of the tender process.

C. It is the responsibility of the Bidder to ensure that their Bid documents are submitted in the
e-Procurement mode through the portal www.assamtenders.gov.in within the stipulated date
and time as mentioned in the IFB.

D. No Bid will be considered for acceptance unless cost of the Bid Document in prescribed
mode is submitted within the stipulated time by the intending Bidder.

E. The Bidder is expected to examine all instructions, forms, terms and specifications in the
bidding documents. Failure to furnish all information required by the bidding documents or
submission of a bid not substantially responsive to the bidding documents in every respect
will be at the bidder’s risk and may result in the rejection of its bid.

2. The Directorate of Forensic Science, Assam takes no responsibility for delay, loss or non-
receipt of the sealed envelope containing the cost of Bid document, Bid Security sent by post. In
this regard unsealed envelope or Telex/Telegraphic/ Fax correspondence shall not be considered
for acceptance.

3. The Bid shall be completely filled in all respects and shall be uploaded with requisite
information and annexures. Any Bid incomplete in any particulars shall be liable for rejection.

4. If the space in the Bid or any schedule or annexure thereof is insufficient, pages shall be
separately added. These shall be consecutively page numbered and shall be signed by the Bidder
and entered in the index of the Bid.

5. This Bid is invited for e-Procurement in Two Bid System. The Bid documents are issued in
two parts; Part — I: The technical Bid & Part — II: Price Bid. Both the part, completed in all
respect is to be uploaded on or before the stipulated time & date.

6. Bidders shall submit their bids in two parts as under:

For submission of the bid, the Bidder is required to have Digital Signature Certificate (DSC) from
one of the authorized Certifying Authorities authorized by Government of India for issuing DSC.
Aspiring Bidders who have not obtained the user ID and password for participating in e-
procurement in this tender, may obtain the same from the website: https://assamtenders.gov.in. Bids
must be submitted online on https://assamtenders.gov.in on orbefore the deadline for submission of
bids and will be opened online at the specified time anddate for opening of bids, as given above.
Any bid or modifications to bid (including discount)received outside e-procurement system will not
be considered. The electronic bidding system would not allow any late submission of bids.

Documents to be uploaded in the Technical folder of e-procurement portal:
a) Softcopy of the signed and sealed Technical bids, consisting of technical details

bringing out clearly in a separate sheet, the deviations in specifications if any from that of
‘Technical Specifications’ and also clause-by-clause compliance of specifications along
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with the commercial terms and conditions and bid security. Hard copy of the technical
bid along with the receipt of tender processing fee and EMD submission proof to be sent
to the undersigned on or before the bid submission date.

b) Valid up to date GST clearance certificate.

c) No Fraud & Corruption document has to be submitted. (Annexure V).

d) Photocopies of valid GST and PAN.

e) Supplier & completion certificate of similar and/or identical goods supplied in the past three
years prior to the date of Tender opening.

f) Literature/catalogue/leaflet in support of the tendered item.

g) Up to date dealer/ distributor certificate.

h) Declaration on details of nearest after sales service facility with details of technical
personnel, along with non - conviction certificate/ declaration for the past 3 years.
(Annexure 1V).

i) Manufacturer Authorization letter as per the format enclosed at Annexure-VI1.

J) All the undertaking should be in the companies/ Bidder letterhead.

k) Written power-of-attorney accompanying the bid shall indicate the letter of authorization.

I) The bidder is required is quote for the Forensic Workstations and Network Access Storage
in the BoQ. Failure to quote for any item/s will lead to rejection of the bid.

Documents to be uploaded in the financial folder of e-procurement portal:
BOQ or Price bids

Bidders whose technical bids are found to be substantially responsive will be informed
accordingly for opening of their price bids automatically by the e-portal itself.

GST: Sellers are requested to submit their bids after accounting for the concessional rate
of GST as per Govt. Notification vide no. 47/2017 dated 14.11.2017 Ministry of Finance
(Dept. of Revenue).

Currency of Bid: The unit rates and prices shall be quoted by the Bidder and shall be paid
for, entirely in Indian Rupees.

The Bidder must fulfill the Eligibility Criteria of provision 6 (ato I) and 7(a).

Average Annual Financial turnover during the last 3 years, ending 31st March 2022, should be
at least INR 2.00 Crore. (Rupees Two Crore).
[For that documentary evidence audited Balance sheet copy to be submitted].

Bids of only those Bidders who are meeting the Eligibility Criteria specified above will be
considered for evaluation and award of the Contract. Bidders will submit duly attested requisite
supporting documents and testimonials with their Bids to prove their credentials and claim of
meeting the Eligibility Criteria.

8. The bid shall be signed by the bidder or a person or persons duly authorized to bind the

bidder to the contract. Written power-of-attorney accompanying the bid shall indicate the
letter of authorization. The person or persons signing the bid shall initial all pages of the bid.

9. The bidder shall complete the bid forms/ BoQ and the forwarding letter for bid submission

(Annexure-111 and Annexure-I11) furnished in the bidding documents.



10. For comparison of bids, the purchaser will grant a margin of preference to goods in
accordance with the Govt. standing procedures, provided the bidder shall have established to
the satisfaction of the purchaser that the goods are eligible for price/purchase preference.

11. However, the quantum of price/purchase to be allowed shall be determined by the purchaser
on the merits of individual cases based on the prevailing Government policy.

12. To assist in the examination, evaluation and comparison of bids, the purchaser may, at its
discretion, ask the bidder for a clarification of its bid. The request for clarification and the
response shall be in writing and no change in the price or substance of the bid shall be
sought, offered or permitted.

13. Preliminary examination: The purchaser will examine the bids to determine whether they are
complete, whether any computational errors have been made, whether required EMD and
tender processing fees has been furnished, whether the document have been properly signed,
whether the bid validity is as required and whether the bids are in order.

14. Bid from authorised dealers without proper authorization from the manufacturers
shall be treated as non-responsive and shall be rejected.

15. The bid shall remain valid for 120 (One Hundred Twenty) days after date of technical
bid opening. The Purchaser shall reject a bid valid for a shorter period. In exceptional
circumstances, the purchaser may solicit the bidder’s consent to an extension of the period
of tender validity. The request and the responses thereto shall be made in writing. The EMD
(bid security) provided under provision 17 shall also be suitably extended. A bidder may
refuse the request without forfeiting its bid security. A bidder granting the request will not
be required nor permitted to modify its bid.

16. The full delivery should be completed on or before 30 days from the date of Contract.

17. The bidder must furnish EMD (bid security) unless otherwise exempted under Govt.
Orders/Rules in force.

18. The EMD (bid security) should be valid for 148 days from the date of opening technical bid.

19. Any bid from a bidder who fails to furnish EMD, secured in accordance with provision
15 and 18 will be summarily rejected by the purchaser, as non-responsive.

20. Unsuccessful bidder’s EMD (bid security) will be discharged /returned by e-procurement
portal.

21. The successful bidder’s EMD (bid security) will be discharged /returned by e-procurement
portal upon the bidder executing the contract and after furnishing the Performance security,
pursuant to provision 26.

22. The prices must be quoted in Indian Rupees for both indigenous and imported make. Bids,
where prices are quoted in any other way shall be treated as non-responsive and rejected. The
bidder shall indicate on the appropriate price schedule (BoQ) (Annexure-I11) attached to these
documents the unit prices and total bid prices of goods it proposed to supply under the



contract.

23.The Purchaser will technically evaluate and compare the bids to determine the substantially
responsive and technically acceptable bid/bids.

24. The comparison shall be of F.O.R. site and delivered at consignee’s end. The purchaser’s
evaluation of bid will take into account, in addition to the bid price and the price of
incidental services, the following factors, in the manner and to the extent indicated in
provision 22 and in the ‘Technical Specifications’:

a) delivery schedule offered in the bid,

b) deviations in payment schedule from that specified under provision 45.
c) the cost of guarantee/ warranty and

d) the Performance and productivity of the equipment offered.

25. Purchaser’s right to accept any bid and to reject any or all bids: The purchaser
reserves the right to accept or reject any bid and to annul the bidding process and
reject any or all bids at any time prior to award of contract, without thereby incurring
any liability to the affected bidder or bidders or any obligations to inform the affected
bidder or bidders of the grounds for the purchaser’s action.

26. Signing of contract: After the purchaser notifies the successful bidder that its bid has
been accepted, the purchaser will send the bidder the contract form, incorporating all
agreements between the parties. The successful bidder shall sign and date the contract form
provided in the document. A registered Power of Attorney is to be supported with the bid in
favour of the person(s) who will sign the bid as well as contract form if contract is awarded.

27. Performance Security: Within 10 days from the date of receipt of Letter of Intent(LOI) by
successful bidder (winner), the successful bidder(winner) shall furnish Performance
Security to the purchaser for an amount of 5% (Five percent) of the order value,
valid for the entire period of warranty. The performance security shall remain valid for a
period of 60 days beyond the date of completion of all contractual obligations of the bidder
including warranty obligations, maintenance and defect liability period, whichever is the
latest. The Performance Security shall be denominated in the Indian Rupees and shall be
Bank Guarantees (in the prescribed pro forma given at Annexure-V11 issued by any of the
scheduled banks).

However, if the supplier fails to execute the order or fails to perform the services as per
contract in addition to other panel actions, the performance security shall be encashed & the
amount forfeited.

28. Failure of the successful bidder to comply with the requirement of provision 26 or provision
27 shall constitute sufficient grounds for the annulment of the award and forfeiture of the
EMD (bid security), in which event the purchaser may like to hire the award to the next
lowest evaluated bidder or call for new bids.

Under the above conditions, the purchaser shall endeavor to procure the concerned
equipment from the approved L2 vendor (make and model offered by L2 vendor) at L1
rates of the equipment finalized in the tender, and proceed to complete procurement. If
the L2 bidder fails, the L3 bidder shall be considered and so on and so forth.

29. The proceeds of the Performance Security shall be payable to the purchaser as compensation



for any loss resulting from the supplier’s failure to complete its obligations under the contract.

30. Important Parameter:

1. The bidder must be a manufacturer or their authorized dealers (specifically against this
IFB for the subject goods).

2. Average Annual Financial turnover during the last 3 years, ending 31st March 2022, should
be at least INR 2.00 Crore. (Rupees Two Crore).
[For that documentary evidence audited Balance sheet copy to be submitted].

3. Notwithstanding anything stated above, the purchaser reserves the right to assess the
bidder’s capability and capacity to perform the contract satisfactorily before deciding on
award of contract, should circumstances warrant such an assessment in the overall
interest of the purchaser.

4. The manufacturer /authorized dealer is required to install the equipments (as applicable).

5. The bidder should be ready to supply kits/consumables at any time on demand.

31. Warranty:

i. The supplier must warrant that the goods supplied under the contract are new, unused,
or the most recent of current models and incorporate all recent improvements in design
and materials unless provided otherwise in the contract. The supplier must further
warrant that the goods supplied under the contract shall have no defect arising from
design, materials or workmanship (except insofar as the design or material is required
by the purchaser’s specifications) or from any act or omission of the supplier, that may
develop under normal use of the supplied goods in India, i.e. the country of final
destination.

ii. The purchaser/indenter shall notify the supplier in writing of any claims arising under
this warranty.

iii. Upon receipt of such notice, the supplier shall, with all reasonable speed, repair or
replace the defective goods or parts thereof, free of cost at the ultimate destination. The
supplier shall take over the replaced parts/goods at the time of their replacement. No
claim whatsoever shall lie on the purchaser for the replaced parts/goods thereafter.

iv. If the supplier, having been notified, fails to remedy the defect(s) within a reasonable
period, the purchaser may proceed to take such remedial action as may be necessary, at
the supplier’s risk and expense and without prejudice to any other rights which the
purchase may have against the supplier under the contract.

v. The warranty for defective parts will begin de novo from the date of replacement.
Supplier will pay applicable taxes & duties and all expenses up to the destination for the
replaced part.

vi. The manufacturer/authorized dealer should be able to provide warranty for the Forensic
Workstation and other equipments supplied.

32.  Reasonability of rates/ firm price:

i.  The bidder shall certify that the rates quoted are the lowest ones for any institution in the
country.

ii.  During the period of the contract, if the price of any tendered item is reduced due to any
reason including any Law or Act of the Central/State Government, the bidder shall be
statutorily bound to intimate the reduced rates immediately to the purchaser and shall
charge the reduced rates. The purchaser is empowered to unilaterally effect such
reduction as is necessary in rates, in case the bidder fails to notify or fail to agree to such
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reduction of rates.

iii.  Subject to the condition stipulated above, the prices shall remain firm for the validity
period of tender and on no account any increase in price shall be entertained till
completion of the contract period.

iv. No bidder will be allowed at any time on any ground whatsoever, to claim revision of or
modification in the rates quoted by him. The representation of the bidder that
computation/ typographical or clerical error etc. has been committed in the bid and
request for reversion on such plea shall not be entertained after opening of the bid.

v. The prices quoted by the L1 bidders / winning bidders shall be shared with the
concerned principal manufacturers. The Principal manufacturers shall submit a written
declaration regarding justification of the prices quoted by the L1 / winning bidders of
the concerned equipment. Necessary steps shall be taken by the tendering authority
regarding any adverse remarks made by any principal manufacturer.

vi. DFS, Assam may decreased the quantity of purchase of Forensic Workstations and
Network Access Storage, if need arises.

33.  Contacting the Purchaser: No bidder shall contact the purchaser on any matter relating
to its bid, from the time of the bid opening to the time the contract is awarded. Any effort
by a bidder to influence the purchaser in the purchaser’s bid evaluation, bid comparison
or contract award decisions shall result in the rejection of the bidder’s bid and also
banning of business dealings with the bidder for a period of three years from the date of
such ban.

34. Documents establishing good’s eligibility and conformity to bidding documents: The
bidder shall furnish, as part of its bid, documents establishing the eligibility and
conformity to the bidding documents of all goods and services, which the bidder
proposes to supply under the contract. The documentary evidence of the goods and
services eligibility shall consist of a statement in the price schedule. The documentary
evidence of the goods and services conformity to the bidding documents may be in the
form of literature, drawings and data and shall furnish:

i. A detailed description of the goods essential technical and Performance
characteristics,

ii. A list giving full particulars, including available sources and current prices, of
all spare parts, special tools, etc., necessary for the proper and continuing
functioning of the goods for specific period, following commencement of the
goods use by the purchaser and

iii. A provision-by-provision commentary on the purchaser’s ‘Technical
Specification’ demonstrating the goods and services substantial
responsiveness to those specifications or a statement of deviations and
exceptions to the provisions of the ‘Technical Specifications’.

35. Definition of Technical Specification: For purposes of the commentary to be furnished to
provision 34 (iii) above, the bidder shall note that standards of workmanship, material and
equipment and references to brand names or catalogue numbers designated by the purchaser
in its ‘Technical Specifications’ are intended to be descriptive only and not restrictive. The
bidder_may substitute alternative standards, brand names and/or catalogue numbers in its
bid, provided that it demonstrates to the purchaser’s satisfaction that the substitutions are
substantially equivalent or superior to those designated in the ‘Technical Specifications’.
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Statutory taxes/ duties :

In case of any enhancement of Taxes and/ or duties or levy of fresh Taxes/ duties due to
Statutory Act of the Govt., after date of submission of the tenders and during the contractual
delivery period, additional or fresh levies so imposed will be allowed to be claimed as extra
without any change in the price structure approved under the tender. For this purpose, the
supplier shall produce a certificate from the authority concerned certifying that the item
supplied falls under particular tariff resulting in additional/ fresh levies for the supplied item.

However, the same shall not be borne by the purchaser in case such levies become applicable
after expiry of the contractual delivery period stipulated in the contract.

Further, in case the bidder has been enjoying Excise Duty exemption on any criteria like
turnover etc. and at a later date, during currency of the contract, even if applicable Duty
becomes chargeable on goods manufactured, the same shall be to the supplier’s account and
shall not be borne by the purchaser.

37. Penalty for delay in delivery:

38.

a) Non-performance of the contract provisions may make the bidder liable to be
disqualified to participate in any tender for the next 5 years, in addition to forfeiture of
EMD / Performance Security and other penal provisions.

b) Delay in supply may invite 0.5% penalty on the cost of the equipment

Force majeure:

The above condition of delivery period, price reduction & termination etc. are subject to
force majeure conditions which are beyond the control of the supplier, do not involve fault or
negligence of the supplier and are not anticipated. Such events may include but are not
limited to riots, mutinies, war, fire, storm, tempest, flood, epidemics, or other exceptional
causes like quarantine restrictions, freight embargoes. On specific request made by the
supplier the time period of supply may be extended by the purchaser at his discretion for
such period as may be considered reasonable. However,

the condition shall not include scarcity of raw materials, power cut, labour dispute, failure of
sub-vendor and increase in cost of raw material.

39. Fraud & Corruption:

The bidders, suppliers & suppliers shall observe the highest standard of ethics during bidding

and during performance of the contract. For the purposes of this provision, the following acts

shall be considered as corrupt and / or fraudulent practices -

a) “Corrupt Practice” means offering, giving, receiving, or soliciting directly or indirectly,
of anything of value to influence the action of an official in the procurement process or in
contract execution.

b) “Fraudulent Practice” means misrepresentation or omission of facts in order to execution
of contract.

c) “Collusive practice” means a scheme or arrangement between two or more bidders, with
or without the knowledge of the purchaser, designed to establish bid prices at artificial,
non-competitive level.

d) “Coercive Practice” means harming or threatening to harm, directly or indirectly, persons
or their property to influence their participation in a procurement process or in execution
of a contract.

During the process of evaluation of a bid or proposal for award of a contract, if it is detected

that a bidder directly or through agent has engaged in corrupt, fraudulent, collusive or

coercive practice in competing for the contract in question, then a) the bid shall be rejected
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and b) declare the firm ineligible for a specific period or indefinitely to participate in a
bidding process.

Local conditions:

It will be imperative on the bidder to fully acquaint himself of all local conditions and factors
that would have any effect on performance of the Contract. The purchaser shall not entertain
any request for clarifications from the bidder regarding such local conditions nor shall accept
any offer conditional to the local factors. No request for any change of price or extension of
time schedule of delivery of goods shall be entertained after purchaser accepts the bid.

Adjudication/Review board:

Any dispute arising out of or during execution of the contract shall be settled with mutual
agreement through an Adjudication/Review Board appointed by the Directorate of Forensic
Science , Kahilipara, Guwahati, Govt. of Assam.

Saving clause:

No suit, prosecution or any legal proceedings shall lie against Tender Inviting Authority or
any person for anything that is done in good faith or intended to be done in pursuance of
tender.

Laws governing the contract & jurisdiction:
The contract shall be interpreted in accordance with the laws in force in India. All disputes
shall be subject to the jurisdiction of appropriate court situated at Guwahati.

Payment Terms:

Procedure for payment: The paying authority on production of the following
documents shall make Payment.

a. Invoice in triplicate are to be submitted to the paying authority along with
the other documents after completion of the supply.

b. Certificate of satisfactory installation of Forensic Workstation and other

equipments issued by DFS, Assam.
c. The original Challan Copy.
d. Warranty certificates.
e. Operational Manual.

45. Additional Terms and Conditions:

a. Total monetary value of similar nature of work performed during each of the last three
years must be furnished by the bidder which are as follows:
i) Experience in works of a similar nature and size for each of the last three
years, and details of works underway or contractually committed; and
clients who may be contacted for further information on those contracts;

i) Information regarding any litigation, current or during the last three years
in which the Bidder is involved, the parties concerned, and disputed
amount;

b. The service should be provided directly by Tenderer. Undertaking by the bidder that the
spares for the principal equipments supplier shall be available from at least 10 years for
the date of supply.
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46. Interpretation of the Bid document:

The Bid documents are drawn up in English and Bid and other
documents that are to be filled in by the Bidder shall also be in English. The
language to which the documents are to be interpreted shall be English. Any
clarification with regard to interpretation or of ambiguities discovered or pointed out
after the issue of the Bid document but prior to the receipt of Bids, as to the
meanings, conditions, or instructions contained in any of the issued documents, shall
be valid only when such clarification is made by the Directorate of Forensic Science,
Assam, through a written instruction signed by him. Any such written clarification
or amendment shall be published as corrigendum to the IFB in the e-procurement
portal, www.assamtenders.gov.in only. Corrigendum / Addenda and circular thus
issued (if any) shall form part and parcel of the relevant documents. The various
documents comprising the Bid document are complementary to one another and are
to be taken as part of a complete, whole and mutually explanatory Bid Document.

47. Addenda:
Addenda to the Bid document, if any, will appear only on the web page of
the  website: www.assamtenders.gov.in under “Latest Corrigendum” and email
notification is also automatically sent to those bidders who have moved this bid to
their “My Tenders” area.


http://www.assamtenders.gov.in/
http://www.assamtenders.gov.in/

S. No.

23
24
25
26
27
28
29
30
31

14

Technical Specification
Annexure |

DATA EXTRACTION SOFTWARE

Technical Specification
The software should be able to perform extraction of smartphone, feature phone, drone,
smart TV, wearable, Al Speaker, loT device, USIM card, SD card, JTAG, chip-off
Should support physical and logical extraction of Android, iOS, Windows OS, and other
mobile OS.
Should support extraction from global phone models:
Global smartphone manufactures (Samsung/Apple/LG/Nokia/Google etc.)
Chinese manufacturers (Huawei/Xiaomi/Oppo/Vivo etc.)
Should have advance physical extraction feature of Bootloader, Fastboot, MTK, QEDL,
Custom Image, Android Rooted, iOS Physical, DL, JTAG, Chip-off, SD Card, USIM

Should have ADB Pro extraction: Supports data acquisition using vulnerability attacks from
Android-based devices.

Logical extraction should support ADB backup, Android App Downgrade, Android Live,
manufacturer backup protocol, Local backup, MTP, iOS Backup

Should support acquisition from PC backup files: iOS, Android

Should support multiple device extraction

Should support selective extraction of partition, file, category, and app

Should provide write-protection to every evidence data.

Should support Hash Values (MD5, SHA1/224/256/384/512, RIPEMD128/160/256/320).
Should include extraction information - Hash value, Time, Method, and Filename

Should be able to auto-detect the device model

Should support selection of partition, file, category, and app for extraction.

Should support selection of files and folders in all logical or physical extraction methods.
Should support auto recognition and decryption of partition table and encrypted partition.
Should support user-defined extraction for unlisted models using pre-defined methods.
Should support resume of extraction after stopping

Should support preview of the extraction data - Hex viewer

Should sound alarm for extraction status change

Should support automatic firmware restoration and retrial after restoration failure

Should support merging of multiple image file - MDF and binary file

Should support physical extraction through all lock bypass(KNOX, FRP/OEM, Screen Lock,
secure folder, encrypted SD card): Samsung Galaxy S/J/A/Note series

Should be able to unlock screen: Samsung Galaxy S/J/A/Note series

Should support ADB Pro physical extraction: Samsung Galaxy series

Should support Android KNOX decryption and Encrypted SD Card decryption

Should support vendor Backup protocol extraction — Samsung, LG, Huawei

Shoud support local backup extraction - Huawei, Xiaomi, Oppo, Gionee, Realme

Support for chipsets - Exynos, Qualcomm, Spreadtrum, Broadcom

Should support physical extraction from Xiaomi, OPPO, Vivo, Google, Sharp, Sony, Pantech
Should have physical bootloader extraction for Windows phones.
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Should support physical extraction in feature phones.

Should support Google cloud drive extraction

Should extract data from Al Speaker - Amazon Echo, Google home etc.
Should be able to generate ‘Witness Document’.

Minimum 3 years of license validity

DATA ANALYSIS SOFTWARE
Technical Specification

The software should be meant for Recovery, Decryption, Visualization, Analytic Data
Mining, and Reporting of evidence data from mobile and digital devices.
The results of analysis should be exported as the forensic reports for the investigation of
crimes and accidents.
Should support analysis of iOS, Android, Windows, Tizen and other mobile OS.
Should support analysis and recovery of various filesystem and iOS and Android apps.
Should decode, decrypt, deserialize and recover data from the extracted image.
Should support social relation analysis with call, messages, messenger, and email
Should be able to perform drone and loT data analysis
Visualization of analysis result should be supported
Should have a python editor for the development of analysis script
Should support WhatsApp backup decryption and analysis
Should support dual app or dual space analysis
Should support decryption of secure messengers including Signal, Wire, Wickr Me, Discord

Should include standalone analysis report viewer program

Should support analysis of feature phone, smartphone, and various digital devices

Should support integrated analysis of SD Card storage image and Phone data partition
image

Should support various extraction images such asMDF, EQ1, GrayKey, UFED extraction
Should support the following filesystems:

= FAT12, FAT16, FAT32

= NTFS, exFAT, HFS+, EXT2, EXT3, EXT4, F2FS, VDFS, APFS

= TAT16, TAT32, NxFS, HIKVISION, DHFS4.1, WFS0.4, TANGO, RSFS, WOW, VDFS, XFS

= YAFFS, EFS2, TFS4

Should support data carving for unused area

Should be able to analyze multimedia files taken by phone camera, Call log, Address book,
SMS/MMS, e-Mail, Memo, Internet history, SNS, Map, Navigation, Health, Banking and
Lifestyle app

Should detect Steganography, Anti-forensic apps installed

Should be able to identify encrypted document, decrypt encrypted chatting message,
email, file, and app data, perform recovery of deleted file and data, multimedia files
Should be able to analyze samsung secure folder(KNOX space), Huawei PrivateSpace, apps,
workspace apps

Should support Deserialization, Decryption and Recovery of data

Should support decryption of encrypted messenger data - WeChat, KakaoTalk, Signal,
Facebook Messenger, Wickr Me

Should support multiple backup files analysis for apps such as WhatsApp
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Should support multiple account analysis such as WeChat, Telegram, Instagram, Facebook
Messenger

Popular global messenger support should include Skype, Wire, Discord, TamTam, Likee,
Halo, QQ, Line, Zalo, Viber, Snapchat, Threema, Zepeto, ClubHouse, MeWe,Chat Secure,
Currents, SKOUT

Should be able to Decode Pattern, PIN and Password for unlock, for the supported devices
Should support brute-forcing by GPU acceleration

Should support iPhone keychain data analysis

Analysis of SQLite, Realm, BoltDB, ESEDB, WMDB, LevelDB, LightningDB and other
databases should be supported

Should support signature-based multimedia analysis forRIFF, ZIP, JPG, GIF, SIS, PNG, BMP,
BGR, MP4, MKV, MPEG, TS, WEBN, FLV, SSF, DAV, ZAV, WMV, CAF, MMF, EVRC, AAC,
ASUD, OGG, FLAC, HWP, WORD, EXCEL, RTF, XML, VCARD,SQLITE3, REALM, BOLT, ESE, 7-
ZIP, ALZip, LZH, RAR, Win EXE, Shell Script, Dalvik

Should support frame recovery for deleted/damaged video file
Exclusion of pre-registered images by RDS (Reference Data Set) should be supported
Should have an in-built audio file converter (from AMR/AUD/QCP/SILK to MP3/AMR/WAV)

Should support QCP file play and Silk codec decoding

Should support analysis of Medial log, Search word log

Should support analysis of System log, Network log (Bluetooth, WiFi, Cell Tower)

Should support Drone data analysis - Flight history, Multimedia data, DJI/Parrot/PixHawk
Should support loT data analysis - Al Speakers, Smart TV, Car Navigation

Should have check-out function for not analyzed database

Should support summarization of analyzed database

Source information display with file, path, and database record should be supported
Categorization of analysis results by app and app types should be supported

Initialization or factory reset footprint should be supported

Should notify about the installed anti-forensics apps

Should notify about the installed Steganography apps

Should notify about other spaces list than default space

Should include multimedia files exclusion by path and hash DB

Correlated data selection from contacts, messages, and call history

Search by hash value to match the same file

Filter by file system, signature, time, and more fields

Dynamic filtering operators, sorting, grouping

Search by regular expression, compatible characters, multiple keywords

Multimedia filter by app, status, size, type, property, path

Should have visualization of analyzed data: Map view for GPS data and cell tower location,
Link viewer for social relationship visualization

Should have mode for single phone analysis, multiple phone analysis, Call, messenger,
email communication data analysis

Should filter by app, period, contacts, types of communication

Community analysis by centrality

Visualized relation and automatic rearrangement

Should include SQLite database viewer, HEX data viewer, Documents viewer (Text, XML,
CDF, PDF, MS office, ZIP, Executable, Encrypted)
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Should support export of original or converted files with hash value of files

Should support report formats of PDF, Excel, ODS, HTML, XML and SQLite DB

Should have data tagging, searching, watermarking, and reporting

Should have grouping of extraction images, Hash value verification on each extraction
image

Should support multi-core CPU/GPU parallel processing

Should support cloud services, 10T cloud and Asian cloud service

Should support authentication by ID/PWD, 2-step security, Captcha, and credentials
Should have web capture feature, allow search with tag information

Should allow tracking user activities by Google Takeout analysis

Should support various cloud services acquisition - Google, iCloud, Samsung Cloud,
IMAP/POP3, Evernote, One Drive, MyBox, Dropbox,HancomSpace, Twitter, Tumblr,
Telegram, WhatsApp, Facebook, Google Takeout

Should support capturing data from web pages without APIs provided

Should support real-time monitoring progress during data acquisition

Should support visualization of data by timeline, by location at the map

Should support reuse of session token left in analyzed data

Should have built-in viewers for previewing image, video (MPEG-4, H.264, H.265, M-JPEG),
document, web page and email.

Should support snapshot of filter and sort configuration for reuse in workspace

Should support at least 10 hash algorithms such as MD5, SHA1 and SHA256

Should support export of original cloud data files

WARRANTY Minimum 3 years of license validity

'Sd'
Director (In Charge),
Directorate of Forensic Science, Assam,
Kahilipara, Guwahati- 19.
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Annexure-11

FORWARDING LETTER FOR BID SUBMISSION

IFB No. Date:

To
The Director (In Charge),
Directorate of Forensic Science, Assam
Kahilipara, Guwahatil9.

Sir,

Having examined the bidding documents the receipt of which is hereby duly acknowledged,
we, the undersigned, offer to supply and deliver (description of goods and services) in conformity
with the said bidding documents for the sum of (total bid amount in words and figures) or such other
sums as may be ascertained in accordance with the schedule of prices attached herewith and made
part of this bid.

We undertake, if our bid is accepted, to commence delivery within (number) days and to
complete delivery of all the items specified in the contract and to perform all the incidental services
within (number) days calculated from the date of your notification of award.

If our bid is accepted, we will obtain the guarantee of a bank in a sum not exceeding 5 %
(Five) percent of the contract price for the due Performance of the contract.

We agree to abide by this bid for a period 120 days from the date of opening of the technical
bid (please specify the calculated date) and it shall remain bidding up on us and may be accepted at
any time before the expiration of that period.

Until a formal contract is prepared and executed, this bid, together with your written
acceptance thereof and your notification of award, shall constitute a binding contract between us.

We understand that you are not bound to accept the lowest or any bid you may receive.

Dated this.................... dayof .... ...

Signature
(in the capacity of)

Duly authorized to sign tender for and on behalfof ...
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Annexure-111

PRICE SCHEDULE (BOQ)

(as to be uploaded only in the standard format for e-bidding at available in the e-

procurement website i.e. www.assamtenders.gov.in)

Note: GST: Sellers are requested to submit their bids after accounting for the concessional
rate of GST as per Govt. Notification vide no. 47/2017 dated 14.11.2017 Ministry of
Finance (Dept. of Revenue).
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Annexure — IV

DECLARATION
on
After Sales Service

Tender enquiry No

Residential Address

For supply of

1 Name of the bidder

2 Full Postal Address

3 Telephone No./Fax No.

4 Email address

5  Date of inception of business

6  Registration no. & Date

7 lssued by

8 \Validtill

9  Detail of After Sales Service facilities available locally
Name of the Agency
Full Postal Address
Phone / Fax / E-mail

10 Name of person responsible for 10 above
Sl Name Designation Age
No.

11 Has the bidder ever been black listed
by any govt. agency? If yes, give
details

12 Has any cases pending in the court
related to any supplies? If yes, give
details

13 Does the firm have the adequate

facilities for inspection and quality
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control? Please give details

I, Proprietor/ Partner /Director of M/s

hereby declare that the information given in this

form is true and correct to the best of my knowledge & belief. I/we agree to the tender Inviting
Authority forfeiting the Earnest Money Deposit and/or Performance Security Deposit and
blacklisting us for a period of 5 years, if any information furnished by us proved to be false at the

time of inspection and non — compliance with terms and conditions of the contract

| offer to supply the items mentioned in the schedule (enclosed in price bid) at the rates quoted
therein. | agree to hold this offer for one year after finalization of rate contract.

Dated: Signature

Name of the bidder

Address
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ANNEXURE-V
UNDERTAKING ON FRAUD AND CORRUPTION

WE MIS..oiiieieee et do hereby undertake that, in competing for (and,
if the award is made to us, in executing) the subject contract for supply of item(s) under tender
reference NO. ................... Dated ......ccoeovvvveviircins We shall strictly observe the lawsagainst
fraud and corruption in force in the country.

Sd/-
Signature of proprietor/Partner/Director

Designation:

Seal:



To,
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Annexure-VI
MANUFACTURERS’ AUTHORISATION FORM

The Director (In Charge),
Directorate of Forensic Science,
Kahilipara, Guwahati-19, Assam,

Sir,

IFB No.

N , who are established
and reputable manufacturers of ... , having factories
) hereby authorize Messrs. (name and address of agents) to bid,

negotiate and conclude the contract with you against IFB  No.
........................................... for the above goods manufactured by us.

An agency commission of. .................. % included in the gross ex-works price is
Payable t0 IMESSTS. ...uvieti it

We hereby Certify that the Machine / spare parts do not contain any recycled or
reconditioned parts or components. Process for Prosecution or legal proceedings
would be initiated for non- compliance of the same.

We hereby extend our full guarantee and warranty as per provisions of contract for the
goods offered for supply against this Invitation for Bid by the above firm.

Our other responsibilities include:

(here specify in detail manufacturer’s responsibilities)

The services to be rendered by Messrs. .........ccceeevveeenne. are as under:

(here specify the services to be rendered by the agent).

Yours faithfully,
(name)

For and on behalf of Messrs... ............. (name of manufacturer)

NOTE: This letter of authorization should be on the letterhead of the manufacturing
concern and should be signed by a person competent and having the power of
attorney to bind the manufacturer. A copy of notarized power of attorney should also
be furnished.
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Annexure-Vll

PERFORMANCE SECURITY FORM (BANK GUARANTEE)

To
The Director (In Charge),
Directorate of Forensic Science, Assam
Kahilipara, Guwahati-19

WRET@AS. . . ettt (name and
address of the supplier) (hereinafter called “the supplier”’) has undertaken, in pursuance of
contract No...... dated...2022 to supply (Description of goods and services (hereinafter
called “the contract”).

And whereas it has been stipulated by you in the said contract that the supplier shall
furnish you with a bank guarantee by a scheduled bank for the sum specified therein as
security for compliance with its obligations in accordance with the contract.

And whereas we have agreed to give the supplier such a bank guarantee.

Now, therefore, we hereby affirm that we are guarantors and responsible to you, on
behalf of the supplier, up to a total of ...........ccceevviieiieeeins (amount of the guarantee in
words and figures), such sum being payable in the types and proportions of currencies in
which the contract price is payable, and we undertake to pay you, upon your first written
demand declaring the supplier to be in default under the contract and without cavil or
argument, any sum or sums within the limits of (amount of guarantee) as aforesaid, without
your needing to prove or to show grounds or reasons for your demand or the sum specified
therein.

We hereby waive the necessity of your demanding the said debt from the supplier
before presenting us with the demand.

We further agree that no change or addition to or other modification of the terms of
the contract to be performed there under or of any of the contract documents which may be
made between you and the supplier shall in any way release us from any liability under this
guarantee and we hereby waive notice of any such change, addition or modification.

This bank guarantee shall be valid from.................. 111 SO

Place and Date Signature and seal of the guarantor
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